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depepaumm No pasBUTUIO MHPOPMALMOHHOIO 00LWecTBa MeTOANYECKME peKOMeHAaUNn
O pasMelleHMM Ha WMHAOPMALMOHHBIX CTeHOax, oduunanbHbIX MHTEepHeT-canTax u
APYTMX MHAPOPMAaLMOHHbIX pecypcax oblieobpasoBaTtenbHbIX OpraHn3aumi n opraHos,
OCYLLeCTBNALWMX ynpaBneHne B cdepe obpasoBaHud, MHpopmaunm o GeszonacHom
noBeaeHUM 1 ncnonb3oBaHun cetn "MIHTepHeT".
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A.E.TTETPOB
MpunoxeHwne
METOOANYECKWE PEKOMEHOALIUU
O PABMELWWEHUUN HA UH®OPMALIMOHHbIX CTEHAAX, OPULIMATIbHbBIX
WHTEPHET-CAUTAX U APYTUX MHOOPMALIMOHHbIX PECYPCAX
OBLLUEOBPA30OBATEJIbHbIX OPFTAHU3ALMA N OPFAHOB,
OCYLWLECTBNAKOLWUX
YMNPABJIEHUE B C®EPE OBGPA30OBAHUA, UH®POPMALIUN O BE3OINMACHOM
NOBEAEHUU U UCNOJIb3OBAHUU CETU "MHTEPHET"
okcneptammn M uneHamu BpemeHHon komuccum CoseTa Pepepauum no passUTUIO
NHOPMaLUNOHHOIo obLecTBa B pamMKkax BbINOSIHEHUS peKkoMeHAauun naprameHTCKUX
cnywaHun "AkTyanbHble BONpoCcbl obecneyeHnsi 6e30nacHOCTM U pasBUTUA OETEN B
MHOPMaLNOHHOM MpocTpaHcTBe", koTopble npowsiv B CoseTte Pepepauun 17 anpens
2017 r., Obinn paspaboTaHbl MeTOAMYECKME PpEeKOMeHAauMM O pasMeLleHUn Ha
WHPOPMALMOHHBIX  CTeHAdax, opuumanbHblX  UHTEPHEeT-cauTax WU Apyrux
MH(POPMAUMNOHHBIX pecypcax oblieobpasoBaTeribHbIX OpraHu3auum U OpraHos,
OCYyLLEeCTBNALWNX ynpaBrneHne B cepe obpasoBaHuda, UHGopMauun o HGesonacHom
noBeaeHun 1 ncnonb3oBaHumn cetn "MIHTepHeT" (ganee - MeTogMyeckme pekoMmeHgauum).
MeToguyeckne pekoMeHOauum HanpasfieHbl Ha KavYeCTBEHHOEe MNOBbILEHWE YPOBHSA
MHPOPMALMOHHON AeATENbHOCTM 06Leobpa3oBaTenbHbIX OpraHn3aumMi M OpraHos,
OCyLLeCTBNALWNX yrnpaBneHne B ccepe obpasoBaHud, B 4acTu WMHGPOPMUPOBAHUSA
yyalmnxcs, X poantenen (3akoHHbIX NpeacTaBUTeNen) n negarorn4eckmx paboTHMKOB
00 OCHOBHBbIX acnekTax MHopmMaunoHHOM 6e3onacHOCTH.
MeToaunyeckne pekoMeHaauMym MNO3BOMAT 00weobpasoBaTenbHbIM OpraHM3aumsam u
opraHam, OCyLLEeCTBAIOLWMM yrnpaBneHue B cpepe obpas3oBaHns, akTyannuanpoBaTh yxKe
ncrnonb3yemMble N pa3MmeLleHHble MHPOPMaLMOHHbIE MaTepuarnsl, Tak U NOArOTOBUTb UX
B Crlydae Mx OTCYTCTBMS C Y4ETOM NyYLUNX MPaKTUK U peKOMeHOaunn.
B pamkax meToguyeckux pekomeHaauun paccMaTpuBaroTCs cneayowme MHCTPYMEHTbI:
1. NH(pbOPMaLIMOHHbIE CTEHADI;
2. ohmumarnbHble UHTEPHET-pecypChl;
3. cpeacTBa MaccoBOW MHAGoOpMauuKM (LLKOSbHbIE raseTbl, negarorndyeckne nsgaHus u
Apyrvie).
NHdopmaLnOHHbIe CTeHAbI
Ha  wuHdopmaunoHHbix  cTeHgax B obuweobpasoBaTenbHbIX  OpraHMsaumsx,
pacrnonoXeHHbIX B hone yypexaeHun n B kabmHeTax, OCHaLLEHHbIX NepcoHanbHbIMN
ycTpoucTBamu Ana BbiIxoga B ceTb "HTepHeT", pekomeHayeTcs pasMecTuUTb
WHPOPMAUMOHHbIE NAaMSATKM, COAepXalluMe OCHOBHble COBETbl MO obecnevyeHuto
NHpopMaLNOHHOM 6e30MacHOCTH yqaLLmMXCs.



B npunoxenun N 1 K MeToan4yeckum pekomeHgaumsam npencraBneH obpasew namaTku
ANdA pasMeLleHnss Ha MHAPOPMALMOHHbIX CTEHAAX.

CpenctBa maccoBoun UHcpopmaumm
B cpenctBax maccoBon MHGOpPMaLMXM, OPUEHTUMPOBAHHbLIX Ha oby4arolmxcs,
pekoMeHayeTcs B TedeHne yuyebHoro roga perynsapHo nybnukoBatb MH(OPMaLMOHHbIE
MaTepuarbl, NOCBSALEHHble OTAENbHbIM acnektam MHgpopmaunoHHon 6esonacHocTn, a
TaKkKe pasnuyHble NnamMaTKM obLLero xapakrepa.

B cpegctBax maccoBoM  MHpopMauuu, OPUEHTUPOBAHHLIX Ha neJarornvyeckyro
0OLEeCTBEHHOCTb, PEeKOMEeHAYeTCA B TedeHue KanengapHoro roga perynspHo
ny6nvkoBatb MHMOPMALMOHHbIE MaTepuarbl, NOCBSLEHHbIe OTAEMbHbIM acrnekTam
MHOPMaLNOHHOM 6esonacHocTK Kak HeCcOBEepLUEHHONETHUX, Tak n
obuieobpasoBaTenbHbIX OpraHu3auuMi, a Takke pasfnuyHble naMAaTkM, 0030pbl
HOPMaTUBHO-NPAaBOBOIO PerynupoBaHns AaHHOW cdiepbl U UHPOPMALMIO O akTyarnbHbIX
MEpPONPUATUSX N COBbITUSX B aHHOM cdpepe.

B xope npoeegeHusa EpguHoro ypoka no 6GesonacHoctm B cetn  "UHTepHeT"
pekomeHayeTcs obecneyvnTb BbIMYCK TeMaTMYecKoro BblMycka cCpeacTBa MacCOBOW
MHopMauumn NMbo cepum nydnukauum, cpeam KoTopbliX PAcCCMOTPETb OpPraHM30BaHHbIE
MeponpusaTUs Ons obyyarwmxcs, UX poauTenen (3akoHHbIX NpeacTaBuTenen) wm
negarormn4eckon ooLLLEeCTBEHHOCTM.

OdmumanbHblie UHTEpHeET-pecypcbl
O6uweobpasoBaTernbHbIM  OpraHM3auusM pekoMeHOyeTCAa Ha CBOMX oduumanbHbIX
NHTepHeT-pecypcax  obecneuntb  (PYHKLMOHMPOBAHWE  CAMOCTOSTENIbHOIO U
crneunanuampoBaHHoro pasgena "MHdgpopmaumoHHas 6e3onacHoOCTL", B paMkax KOTOpPOro
npeaycMoTpeTb pasmelleHne cneayowen nHpopmaymm:

®Dopmar
npeacraBjacHus
N Paznen/moapasznen MATEpPHaJIoB Conep:kaHue MaTepuajioB
PasmeluatoTcs Konun JOKYMEHTOB, T.€.
CKaHWPOBAHHbIN BapuaHT AOKYMEHTa,
COOTBETCTBYOLLMI TpeboBaHUAM K
napameTpam CKaHUPOBaHMS.
JTokanbHble PasmeluatoTcs 4OKYMEHTHI,
HOPMaTUBHbIE aKTbl B pernaMmeHTMpyoLLmMe OpraHn3auuio n
cepe obecrneyeHnst paboTy C nepcoHasibHbIMU AaHHbIMMU,
MHGOPMaLMOHHON Konun nnaHbl MEPOMNPUATUIA NO 0BecnevYeHnto
GesonacHoCcTU NOKYMEHTOB B [MHGbOpMaLMOHHOM 6e3onacHOCTU
1.JoGyyatowmxcs dopmaTte *PDF |obyyatowmxcs n gpyrue.
[My6nukytoTCs akTyanbHble CBeAEHNS O
beneparnbHbIX U perMoHanbHbIX 3aKOHax,
NMCbMax opraHoB BiacTu u gpyrue
HOPMaTUBHO-NPaBOBbIE AOKYMEHTHI,
pernameHTupyowmne obecneveHune
MHdopMaunoHHon 6e3onacHoCcTH
HecoBepLleHHoNeTHUX. [lonyckaeTtcs
BMECTO KOMuU pasmMeLlaTthb rmnepcebisiku
Konuu Ha COOTBETCTBYOLLNE AOKYMEHTbI Ha
HopmaTusHoe TOKYMEHTOB B [calTax OpraHoB rocy4apCTBEHHOM
2 JperynnposaHue popmaTte *PDF [Bnactw.
Pa3melyatoTca metoamyeckue
pekoMeHaauum 1 ykasblBaeTcs
Meparornyeckum TexkcT Ha MHOpMaUUa 0 MEPONPUATUAX,
3.JpaboTHMKam CTpaHuLEe canTa|npoeKkTax u nporpammMax, HanpaBJieHHbIX




Konuu Ha noBblWeHne NHHOPMaLMOHHON
TOKYMEHTOB B [[PAaMOTHOCTU Negarormyeckmx

dpopmaTte *PDF |[paboTHMKOB.

Pasmellaetca nHpopmaumoHHas
namsaTka (npunoxexHne N 2) n
yka3sblBaeTcsa nHopmaums o
MeponpuUATUSX, MPoeKTax u NporpamMmmax,
HanpaBfeHHbIX Ha NOBbILLEHNE

TekcT Ha MHGOPMaLNOHHOW rPaMOTHOCTU
4.|06yyarowmmcs cTpaHuLe carTa|obydaroLmxcs.
Poantenam (3akoHHbIM
npencraBUTENAM) TekcT Ha Pasmelyaetcs nHpopmaumoHHas
5.JobyyatoLmxcs cTpaHuue cantalnamsaTka (npunoxerHne N 3).

Pasmelyaetca nHgpopmaums o
peKOMeHOYEMbIX K MUCMOSb30BaHMIO B
[leTckmne 6e3onacHble [TekcT Ha y4yebHoM npouecce 6e3onacHbIX canTax,
6.[canTbl CTpaHuue canTa|daHHepbl 6e30nacHbIX 4ETCKUX CalToB.
OpraHam, ocyLecTBrAIOWNM yrnpaBrneHve B cdepe obpasoBaHus, pekoMeHayeTcs Ha
cBoux  oduumanbHbix  WVIHTepHeT-pecypcax  obecneuntb  (OYHKLMOHMPOBAHME
CaMOCTOSATESTbHOIO n cneumanusaMpoBaHHOro pasgena "MHdopmaumoHHas
BGesonacHOCTb", B paMKax KOTOpPOro npeaycMoTpeTb pasMelleHne crnegyollen
NHdOpMaLNK:

MpunoxeHne N 1
NMAMATKA
ans oeYYALWMxcAa o UHOOPMALIMOHHOW BE3ONACHOCTU OETEN

HEJTIb3A
1. Bcem noagpsg coobuiatb CBOK YacTHYO MHopMaUmio (HacToswme nmsi, oaMmnnuio,
TenedoH, agpec, HOMep LLKOSbI, a Takke poTorpadum CBOU, CBOEN CEMbU U APY3EN);
2. OTKpbIBaTb BNIOXEHHbIE (hbalsbl 3NEKTPOHHOM MNOYThI, KOr4a He 3Haellb OTnpaBUTens;
3. MpybuTtb, NpyanpaTbCs, oKasbliBaTb AaBNEHNE - BECTU cebs HEBEXITMBO U arpeCCUBHO;
4. He pacnopsibkancss geHbramm TBOeW cembun 6e3 paspelleHnsa crtaplux - Bcerga
cnpawuBan pogutenen;
5. He BcTpevaincs ¢ VIHTepHeT-3HaKOMbIMU B pearibHOM >XU3HWU - MOCOBETYMCS CO
B3pOCIbIM, KOTOPOMY OBeEpSeLlb.
OCTOPOXHO
1. He Bce nuwyT npaegy. Yntaewb o cebe Henpaeay B VIHTepHeTe - coobwm 06 aToM
CBOMM POAUTENSAM UMK ONEKyHaM;
2. MNpurnawatoTt nepennucbiBaTbCs, UrpaTb, 0OOMEHNBATLCS - NPOBEPb, HET NN NOABOXA;
3. He3akoHHOe konunpoBaHue dannos B IHTepHeTe - BOPOBCTBO;
4. Bcerga pacckasbiBar B3pOCnbiM 0 Npobriemax B CETU - OHU BCerga nomoryT;
5. Ncnonb3yn HacTponku 6e30MacHOCTU M MPUBATHOCTU, YTOObI He MNOTEepsTb CBOU
aKKayHTbl B COLICETSX M OpYrnx nopTtanax.
MOXHO
1. YBaxaun gpyrux nonb3oBartenen;
2. Nonb3yewbca NHTEPHET-UCTOYHUKOM - [ienai CCbINKY Ha Hero;
3. OTKpbIBal TONbKO TE CChINIKK, B KOTOPbIX YBEPEH;
4. ObwaTbCs 3a NOMOLLbI B3POCHbIM - pOAUTENN, ONEKYHbI U aAMUHUCTPaLMs CanToB
Bcerga nomoryr;
5. Mpongn oby4veHne Ha cante "CeTeBMYOK" 1 NOMY4YM NACNOPT LMGPOBOro rpaxgaHuHa!



MpunoxeHne N 2

MHPOPMALIMOHHASA NAMATKA

Ond obY4YAKOLWUXCA OnA PASMELLEHUA

HA OPULIUATIbHbIX MHTEPHET-PECYPCAX
C kaxgblM rogoM MOSOAEXN B MHTEPHETE CTAaHOBUTLCS BonbLUe, a LWKONbHUKN OAHU U3
caMblIX aKTMBHbIX Norib3oBatenen PyHeTa. Mexay TemM, NOMMMO OrpOMHOIO Konn4ecTsa
BO3MOXHOCTEN, UHTEPHET HeceT M npobnembl. ATa nNamaTka AOSMKHA Nomoudb Tebe
©e3onacHoO HaxoAuUTbCA B CETW.
KomMnbloTepHble BUPYChI
KomnbloTepHbIN BUPYC - 3TO pa3HOBUAHOCTb KOMMbIOTEPHLIX NPOrpaMm, OTIINYNTENBHON
0COBEHHOCTBbIO KOTOPOW SBNSIETCA CMOCOOHOCTb K pasMHOXEHWo. B gononHeHwe K
3TOMY, BMPYCbl MOFYT NOBPeaUTb UN MOSTHOCTLIO YHUUTOXUTL BCEe (hansnbl U JaHHbIE,
NMOAKOHTPOSbHbIE MOMb30BaATEN0, OT MMEHW KOTOpPOro Obina 3anyueHa 3apakeHHas
nporpamMma, a Takke MoBpeauTb UMK Jaxe YHUYTOXUTb ONepaumMoHHY CUCTEMY CO
BCEMU parnamu B uerioM. B BonbLUMHCTBE CriydaeB pacrnpoCTPaHATCHA BUPYChl Yepes
NHTEpPHET.
MeToabl 3aLMThl OT BPEAOHOCHbIX MPOrpamMm:
1. Vicnonb3yn coBpeMeHHble onepaunoHHbIE CUCTEMbI, UMEKOLLNE CEPbE3HbIN YPOBEHb
3aWMTbl OT BP€AOHOCHbIX MporpamMm;
2. TocTosiHHO ycTaHaBnvBan nadyTn (UmMdpoBble 3annaTky, KOTOpble aBTOMaTU4YECKM
yCTaHaBnMBalTCA C LUenblo AopaboTku nporpaMmmbl) U Apyrme OOHOBMEHUA CBOeW
onepaumoHHon cuctembl. CkaumBanm Mx TONMbKO C oduLmManbHOro canta paspabotymka
OC. Ecnu cylecTtByeT pexnumMm aBToMaTU4YeCKoro 0OHOBMEHNS, BKIOYU €r0;
3. PaboTain Ha cBoeM KOMMbOTEPE NOA NpaBaMu Nosib3oBaTenNs, a He agMUHUCTpaTopa.
OTO He No3BONUT BOMbLUMHCTBY BPEAOHOCHbLIX NPOrpaMmM MHCTanNIMpoBaTbCa Ha TBOEM
nepcoHanbHOM KOMMbOTEPE;
4. Vicnonb3yh aHTUBUPYCHbIE NPOrpaMMHble MPOAYKTbl U3BECTHbLIX NPOU3BOAUTENEN, C
aBTOMaTM4eCcKUM oOHoBNeHneM 0as;
5. OrpaHunyb omM3nyecknin 4OCTYN K KOMNbIOTEPY AN NOCTOPOHHUX NN,
6. Vicnonb3yin BHELWHWE HOCUTENN MHGDOPMaLMK, Takne Kak doneLlluka, AUCK nnv gann na
WHTEepPHEeTa, TONbKO U3 NPOBEPEHHbLIX NCTOYHUKOB;
7. He oTkpbiBa KOMMblOTEPHbIE (hansibl, NONyYeHHbIE U3 HEHaOEXHbIX UCTOYHUKOB.
Haxe Te drannbl, KOTOpble NpUcnan TBOW 3HAaKOMbIN. Jlyylle yTOYHW Yy HEero, oTnpasnssn
nn oH Tebe unx.
Cetn WI-FI
Wi-Fi - 370 He BUA nepegaym AaHHbIX, HE TEXHOMOrMS, a BCero nuwb bpena, mapka. ELle
B 1991 rogy HwuoepnaHackass komnaHua 3apeructpupoBana 6peHg "WECA", 410
obo3Havano cnosocoyeTaHne “"Wireless Fidelity", «koTopbin nepeBOAUTCA Kak
"BecnpoBogHast TOMHOCTbL".
[o Hawero BpemeHu fowna gpyras abbpeBuatypa, KoTopasd SBNAETCA TakoOW e
TexHonornen. 910 abbpesnatypa "Wi-Fi". Takoe HasBaHue BbIIO AaHO C HAMEKOM Ha
cTaHgapT Bbiclien 3BykoBouM TexHuku Hi-Fi, 4To B nepeBoge o3HavaeT "BbiCcOKas
TOYHOCTbL".
[a, 6ecnnaTHbI MHTEPHET-A0CTYN B Kade, OTeNsAX U asponopTax ABNAeTCA OTNYHON
BO3MOXHOCTbIO BbIX04a B WHTepHeT. Ho MHorMe akcnepTbl CyMTaloT, 4TO
obwepnoctynHole Wi-Fi ceTn He saBnsatoTcs 6e3onacHbIMN.
CoBeTbl No 6e3onacHocTn paboTbl B 06wenoctynHbix cetax Wi-fi:
1. He nepepaBan cBot nu4Hyto MHpopmauuio vepes obwenoctynHele Wi-Fi cetu.
PaboTtas B HUX, xenaTefnbHO He BBOAUTb Naposiv A0CTyna, SIOrMHbI U Kakmue-To HOMepa,;



2. Vicnonb3yn n obHOBNS aHTMBUPYCHbIE NporpamMmmbl 1 6paHamayep. Tem cambiM Tbl
obe3onacuilb cebsi OT 3akayku BUpyca Ha TBOe YCTPOMWCTBO;

3. MNpun wncnonb3zoBaHun Wi-Fi oTknioum dyHkumio "O6wmn goctyn K dannam u
npuHtepam". [aHHas QYyHKUMS 3akpbiTa MO YMOSMYaHWUKD, OAHAKO HeKoTopble
nonb3oBaTeNN akTUBMPYIOT ee Anga yaobcTea ncnonb3oBaHus B paboTe unm yyebe;

4. He wncnonb3yn nyonuunbin WI-FI ona nepegaym nNUYHbIX AaHHbIX, Hanpumep 4ns
BbIXOA4a B coumanbHble CETU UMK B SNIEKTPOHHYHO MOYTY;

5. Mcnonb3yi TonNbKo 3alumileHHoe coeauHeHne yepe3 HTTPS, a He HTTP, T.e. npu
Habope Beb-agpeca BBoAM MMeHHO "https://";

6. B mobunbHoMm TenedoHe oTkntoun pyHkumio "MoakntodenHne k Wi-Fi aBTomatmnyeckn".
He gonycka aBTOMaTuM4ecKoro noakmntoyeHnsa yctponctea k cetam Wi-Fi 6e3 tBoero
cornacus.

CoumanbHble ceTu

CoumanbHble CeTU akTUBHO BXOAAT B HALLY XXMU3Hb, MHOIMME Noan paboTatoT 1 XUBYT TaM
NOCTOSAAHHO, a B Facebook yxe 3apermctpvpoBaH Munnuapg YenoBek, YTO ABNSEeTCHA
OJHOW ceabMON BCeX Xuternewn nnaHetbl. MHOrve nonb3oBaTeENM He MOHMMAIOT, YTO
MHpopmauusa, pasmelleHHas UMW B couMarnbHbIX CETSX, MOXET OblTb HanhgeHa u
ncnosnb3oBaHa KeM YrogHo, B TOM Yncne He obssaTenibHO ¢ 6riarumm HamepeHnsMun.
OcHoBHble coBeTbl MO 6€30NacHOCTM B COLManbHbIX CETAX:

1. OrpaHuyb cnucok apy3en. Y 1eba B Apy3bsX HE OOMMKHO OblTb CryYanmHbIX U
HEe3HaKoMbIX Ntoaen;

2. 3awmuian cBOK YacTHYK XM3Hb. He ykasbiBan naponu, TenedoHbl, agpeca, gaty
TBOEr0 POXAEHUST W OPYrYyI0 JMYHYK  WHOpMauMio.  3nOyMbIWAEHHUKN  MOTyT
MCNoNb30BaTb Jaxe WHMOpMauuio O TOM, Kak Tbl U TBOM POAMTENU NraHupyeTe
NPOBECTU KaHWUKYIbI;

3. 3awmiian cBoKo penyTauuio - 4EPXN ee B YNCTOTE 1 3agaBan cebe Bonpoc: XxoTen bl
Thbl, YTOObI Apyre nonb3oBaTeny BUAENN, YTO Thbl 3arpyxaelwb? MNogyman, npexae Yyem
4YTO-TO ONybnMkoBaTb, HAaNUcaTb U 3arpy3nThb;

4. Ecnu Tbl roBopuLLb C fOAbMWU, KOTOPbIX HE 3HaELlb, HE UCNOMb3yN CBOE pearbHoe
UMS 1 OPYTy0 NUYHY0 MHpOpMaLUKn: UMS, MECTO XUTENbCTBA, MeCcTo y4ebbl 1 NpoYee;
5. N3beran pasmewieHuns gotorpacduin B IHTepHeTe, rae Tbl N300paKeH Ha MECTHOCTH,
MO KOTOPOW MOXHO OnpeaenTb TBOE MECTOMOSOXEHNE;

6. Npu pernctpauumn B coumanbHON ceTn HeoBXoANMO MCNOSb30BaTh CIOXHbIE NApPONN,
cocrosme 1n3 BykB 1 LUGpP N C KONNYECTBOM 3HAKOB HE MeHee 8;

7. [Ina coumanbHOM ceTn, NOYTbl U OPYrMX CanToB HEOOXOAMMO UCMONb30BaTb Pa3Hble
naponu. Toraa ecnu 1ebs B3NOMatoT, TO 3MIO0YMbILLMIEHHMKN NOSlydaT AOCTYN TOSbKO K
OAHOMY MECTY, a He BO BCe cpaay.

ONEKTPOHHbIE OEHbIN

ONEKTPOHHbIE AEHbIM - 3TO OYeHb yOOOHbIM cnocob nnatexen, o4HaKo CyLeCTBYHOT
MOLLEHHWKM, KOTOPbIE XOTAT NOSYYNTb 3TN OEHbIW.

ONEeKTPOHHbIE AEHbIM MOSIBUNMCb COBCEM HE4aBHO M MMEHHO U3-3a 3TOr0 BO MHOIMX
rocygapcrBax 4o CUMX Mop He NPOMNMCaHo NPO HUX B 3aKOHaX.

B Poccun ke oHM OYHKLMOHUPYHOT M O HUX YXKEe MPONUCcaHo B 3aKOHe, rae Ux pasgenstoT
Ha HECKOJSIbKO BMAOB - aHOHUMHbIE U HE aHOHMMHbIE. Pa3Huua B TOM, YTO aHOHUMHbIE -
9TO Te, B KOTOpbIX paspellaeTcss NpoBOAUTbL onepauun 6e3 unageHTUdUKauum
nonb3oBaTenisl, a B HEAHOHWMHbIX WAOEHTUMUKAUMA Nonb3oBaTensa SABMASeTCH
obs3aTensHON.

Takke cnegyeT pasnuyaTb 3MEKTPOHHbIE (braTHble AeHbrn (paBHbl rOCY4apPCTBEHHbBIM
BasoTam) 1 3NeKTPOHHbIE HepmaTHbIe AeHbIM (HE paBHbl rOCYAAPCTBEHHbLIM BarntoTam).
OcHoBHble coBeTbl N0 6e3onacHon paboTe C 3NEKTPOHHbIMU AeHbramu:



1. MpuBsXM K cHEeTYy MOOUMbHBIA TenedoH. ATO cambl YOOOHbIN U BbICTPLIN cnOcob
BOCCTAHOBUTb OCTYN K cHeTY. [1pnBA3aHHbIN TenedoH NOMOXeT, ecnu 3abyaellb CBOWn
nnaTexHbl Naponb UNu 3anjellb Ha CanT C HE3HAKOMOro YCTPOMCTBA;

2. Vcnonb3yn ogHopasoBble naponu. [locne nepexoga Ha YCUIMEHHYO aBTOpU3aLnio
Tebe yxe He ByaeT yrpoxaTb ONaCHOCTb KpaXu Uin nepexesaTa niaTexHoro napons;

3. Bbibepu cnoxubii naponb. lpectynHukam OydeT He MpoCTO yragaTb CrOXHbLIN
naposib. HagexHble naponu - 3To Naposiv, KoTopble cogepXaT He MeHee 8 3HaKOB U
BKITOYaloT B cebsi CTpOYHbIE M NponucHble BYKBbl, LUdPbl U HECKONBKO CUMBOJIOB, Takue
Kak 3HaK gonnapa, pyHTa, BocknuuaTernbHbIi 3Hak 1 T.n. Hanpumep, $tROng!;;

4. He BBOAM CBOW NMYHbIE JaHHbIE HA CalUTax, KOTOPbIM He JOBepSAeLlb.

OIeKTpoHHas rnoyTa

ONeKTPOHHAas NnoYta - 3TO TEXHOMOMNS 1 NpedoCcTaBnsgemMble el yCryrn no nepecobisike u
MONYyYEHNIO 3NEKTPOHHbIX COOOLLEHUI, KOTOpble pacnpenensTcs B KOMMbIOTEPHOM
cetn. OB6bIYHO SNEKTPOHHBLIN MNOYTOBLIA AWMK BbIMMSAUT criegylowmm  obpasom:
UMS_nonb3oBaTena@ums_aomeHa. Takke Kpome nepegayun npocToro Tekcta, uMeeTcs
BO3MOXHOCTb nepeaasatb ansibl.

OcHoBHble coBeTbl No Be3onacHon paboTe ¢ 9NEeKTPOHHOW MOYTON:

1. Hago BbiGpaTb NpaBUIibHbIN NOYTOBLIN cepBUC. B MHTEpPHETE €CTb OrPOMHbLIN BbIOOP
BecnnaTHbIX MOYTOBLIX CEPBUCOB, OAHAKO fy4ylle OOBEPsSTb TeM, KOro 3Haellb U KTO
nepBbIN B PENTUHTE;

2. He ykasblBa B NUYHOW MOYTE JIMYHYKO MHGOpMaumo. Hanpumep, nyduwe BbiOpaTb
"My3blkanbHbI_haHaTt@" unum "pok2013" BmecTo "Tema13";

3. Vicnonb3yn AByxaTanHyo aBTopusauuio. ATO Korga noMUMO Naposns HYy>KHO BBOOUTb
Kog, npucbinaembii no SMS;

4. Bblbepn CnoxHbln naposib. [na Kaxgoro MOYTOBOro fAwnka AofmkeH 6biTb CBOW
HaZEeXHbI, YCTONYMBLIN K B3/TOMY Maporsib;

5. Ecnn ecTb BO3MOXHOCTb HanucaTb CamMOMYy CBOW fMYHbIA BOMPOC, UCMOMb3yn 3Ty
BO3MOXHOCTb;

6. Mcnonb3yin HeckonbKO MOYMTOBLIX SAWMKOB. [lepBbiM A5 YaCTHOW Mepennckn cC
agpecaTtamu, KOTOPbIM Tbl fOBepsiellb. JTO ANEKTPOHHbIN aapec He Hag40 UCMOoNb30BaThb
npw permcTpauumn Ha opymax n camTtax;

7. He oTkpbiBan dhannbl U gpyrne BIIOXKEHUS B NMUCbMax, AaxXe eCcriv OHW npunim oT
TBOUX Apy3en. Jlyylle yToYHN y HUX, OTNPaBnsany nn oHn Tebe atu dannsi;

8. Nocne okoH4YaHMs paboThbl HA NOYTOBOM CEPBUCE Neper 3aKpbITUEM BKNAAKN C CAnTOM
He 3abyab HaxaTb Ha "Bbintun".

KnbepOynnuHr nnu BupTyanbHoe n3geBaTenbCTBO

KnbepbynnuHr - npecnegoBaHue CcoOOLLEHNAMM, coaepXXawumMmm  ockopbreHus,
arpeccuto, 3anyrMBaHue; XynuraHcTBO; coumanbHoe O0MKOTUpOBaHME C MOMOLLbIO
pPasfiMyHbIX MHTEPHET-CEPBUCOB.

OcHoBHble coBeTbl No 6bopbbe ¢ KnbepbynnMHrom:

1. He 6pocancs B 6on. Jlyywmi cnocob: nocoBetToBaTbCA kak cebsi BECTU U, ecriv HeT
TOro, K KOMy MOXHO 06paTuTbCs, TO BHavarne ycnokonTbcs. Ecnu Tbl Ha4YHeLLb OTBeYaTh
ocKkopbrieHnsIMU Ha ockopbieHust, TO TONBKO eLle 6osblie pasoXKeLlb KOH(INKT;

2. YnpaBnsu ceoen kubeppenytaumnen;

3. AHOHMMHOCTb B ceTu MHuMas. CyllecTBYHT Crnocobbl BbISICHUTb, KTO CTOUT 3a
AHOHUMHbIM aKKayHTOM,;

4. He cTtonT BECTU XynuUraHckuim obpas BUpTYyanbHOWM Xn3Hu. VIHTepHeT ukcupyeT Bce
TBOW OENCTBUSA U COXpaHseT ux. Yaganutb ux yaeT KpavHe 3aTpyAHUTENBHO;

5. Cobntogan cBo BUPTYarbHY YeCTb CMOSIOAY;

6. IrHopupyn eauHnYHbIN Heratne. OgHOpPa3oBble OCKOPOUTENBbHbIE COOBLLEHMS Ny4Lle
nrHopupoBaTb. OBbI4HO arpeccusi NpekpaLwaeTca Ha HavYanbHOW cTaguu;



7. ban arpeccopa. B nporpammax o6meHa MrHOBEHHbIMM COOBLLEHNSAMN, B COLMAnbHbIX
CETAX eCTb BO3MOXHOCTb BIOKMPOBKN OTMPaBKM COOBLLEHWI C onpeaeneHHbIX afpecos;
8. Ecnu Tbl cBuaetenb kubepbynnuHra. TBOM OEWCTBMA: BbICTYNMUTb NPOTUB
npecrnegosaTens, mMokasaTb €My, 4YTO ero [AeWCTBUS OLEHMBAKTCA HeraTuBHO,
noagepXaTb XXepTBY, KOTOPOW HYXXHa NCUMXOorMyeckas MOMOLLb, COOBLNTL B3POCIIbIM
0 hakTe arpeCcCcuBHOro NoBeaeHUs B CETW.

Mo6unbHbIM TenedoH

CoBpeMeHHble cMmapT(OHbl K nnaHweTbl cogepxaT B cebe BNONHe B3pPOCbIN
dyHKUMOHAs, U Tenepb OHM MOTYT KOHKYPUPOBaTb CO CTaLUOHAPHbLIMU KOMMbIOTEPAMU.
OpHako, cpeAcCTB 3almThbl 415 NoA0OHbBIX YCTPOMCTB NOKa O4eHb Marno. TecTupoBaHue u
NMOWUCK YSI3BMMOCTEN B HUX NPOUCXOAUT He Tak MHTEHCUBHO, Kak ans K, 1o xxe camoe
KacaeTcsa 1 MOBUITbHBIX MPUMOXEHWIA.

CoBpeMeHHble MObunbHbIE Bpay3epbl yxke NPaKTUYeCKN LOrHanM HacTonbHbIE aHarnoru,
O[lIHaKo pacLunpeHne pyHKUMoHana sneveT 3a cobon BoMbLUYI0 CAOXHOCTb U MEHbLLYHO
3aLlMLLEHHOCTb.

[aneko He BCce MpPoOM3BOAUTENWN BbIMycKalT OOHOBNEHUS, 3aKpblBaloLne KpUTUYECcKme
YSI3BMMOCTU 41151 CBOUX YCTPOMCTB.

OcHoBHble coBeTbl Ang 6e3onacHOCTM MOBUNbHOro TenedoHa:

Huuero He siBnsieTca no-Hactosiwemy becnnatHbeiM. byab ocTopoXeH, Beab korga tebe
npeanaratoT 6ecnnaTHbIi KOHTEHT, B HEM MOTYT OblTb CKPbITbI KAKMe-TO MnaTHble YCIyru;
Adyman, npexae 4yem otnpaBute SMS, ¢oTO Mnn BMAEOo. Thbl TOYHO 3Haellb, rae OHU
O6yayT B KOHEYHOM UTore?

Heobxoanmo 06HOBNATL ONepaunoHHY0 CUCTEMY TBOErO CMapTdOHa;

Mcnonb3y aHTUBMpPYCHbIE NporpamMmMbl 451t MOBUIbHBIX TENE(OHOB;

He 3arpyxan npunoxeHnsa OT HEU3BECTHOrO0 UCTOYHMKA, Bedb OHWM MOryT codepxaTb
BPeAOHOCHOEe nporpaMmHoe obecneveHue;

[Mocne TOro kak Thbl BbIMAELWb C canTa, rge BBOAWUM NNYHYIO MHOpMaUMo, 3anan B
HacTpownkn bpaysepa n yganm cookies;

Mepunogmnyeckn npoBepsiv, Kakme nnaTHble YyCrnyrm akTMBUPOBaHbl HA TBOEM HOMEPE;
[aBan cBo HOMepP MOBUABHOro TenedoHa TONbKO NIOASM, KOTOPbIX Thl 3HAELLb U KOMY
AoBepseLlb;

Bluetooth gomkeH 6bITb BbIKIOYEH, KOraa Tbl UM He nNonb3yelbes. He 3abbiBan nHoraa
NpoOBEPATb 3TO.

Online wvrpbl

CoBpeMeHHble OHSTarH-UrPbl - 3TO KpacoyHble, 3axBaTbiBalOLME pa3BieYeHus,
00beMHAILWME COTHM ThICAY YeroBek no BceMy Mupy. Vrpokun nccnenyot aHHbIA UM
Mup, obLwialoTcs Apyr C OPYroM, BbINOSHAKT 3a4aHus, cpaxkaklTcss C MOHCTpaMu n
nony4aroT onbIT. 3a yA0BOMNbCTBME OHU NAATAT: MOKYNaKT ANCK, OnnavymBaoT aboHEMEHT
nnu npuobpeTaroT Kakne-To onuumu.

Bce aTu cpeactBa mayT Ha nogdepXaHue W pasBUTUE UMPbl, a Takke Ha camy
6e30MacHOCTb: COBEPLLEHCTBYHTCA CUCTEMbI aBTOPU3aALNK, BbINMYCKAOTCS HOBbIE MaTyu
(umdpbpoBble 3annaTtku 4ns NPorpamMmMm), 3aKpbiBatOTCS YA3BUMOCTM CEPBEPOB.

B nogo6HbIX urpax CTOMT onacaTtbCA He CTOSIbKO CBOWMX COMEPHUKOB, CKOMBbKO KpaXku
TBOEro napons, Ha KOTOPOM OCHOBaHa CMcCTeMa aBTopu3aunmn 60NbLMHCTBA Urp.
OcHoBHbIe coBeTbI N0 6E30MacHOCTN TBOErO UFPOBOrO akkayHTa:

1. Ecnu gpyron nrpok BegeT cebsi nnoxo unu cosgaet Tebe HeNnpUATHOCTH, 3abnoknpyn
€ro B CMNCKe UrPoKOB;

2. Tloxanynca agMuyHUCTpaToOpaM Wrpbl Ha [Mroxoe noBedeHWe 3TOro Urpoka,
XenaTtenbHO NPUNOXUTb Kakne-To gokasaTenbCTBa B BUAE CKPUHOB;

3. He ykasbiBaun Nn4Hyt0 MHGOpMaumio B npodpanne urpsbl;

4. YBaxan opyrnx y4aCTHUKOB MO Urpe;

5. He yctaHaBnuBan HeouumanbHble NaTyn n Moabl;



6. cnonb3yn CnoXxHble 1 pasHble Naposu;

7. Jaxe BO BpeMsi Urpbl HE CTOUT OTKMYaTb aHTUBMpYyC. [1oka Tbl uUrpaelb, TBOW
KOMMNbIOTEP MOTYT 3apasuThb.

PULLNHT MNK KpaXka NNYHBIX JaHHbIX

OObI4HOM Kpaxkeh OeHer M [OKYMEHTOB CErofHsl YXe HWKOro He yAuBULb, HO C
pasBUTMEM WHTEPHET-TEXHOMNOMMN 3MOYMbILLIIEHHUKN NEepPeMECTUSNIUCL B UHTEPHET, U
npoaosKarT 3aHMMaTbes "nobumsiM" genom.

Tak nosiBunNacb HoBasi yrpo3a: UHTEPHET-MOLLUEHHNYECTBa UK (DULLKHT, FMaBHas uerb
KOTOPOro COCTOUT B NONyYeHUU KOHPUAEHUMAnNbHbIX AaHHbIX NOMNb3oBaTesien - JIOrMHOB
n naponen. Ha anrnuiickom sa3bike phishing uitaetcs kak dpuwmHr (ot fishing - pbibHas
noens, password - naporb).

OcHoBHble coBeTbl No 6bopbbe ¢ PULLNHIOM:

1. Cnegn 3a cBOMM akkayHTOM. Ecnu Tbl nogo3peBaellb, Y4TO TBOS aHkeTa Obina
B3noMaHa, To HeobxoaMmo 3abnoknpoBaTb €€ U COOBLNTL agMUHUCTPaATOpam pecypca
00 3TOM Kak MOXHO CKOpee;

2. Ncnonb3yn 6e3onacHble Be6-canThbl, B TOM YMCIE, MHTEPHET-MarasmHoB U NONCKOBbIX
cucTem;

3. Ncnonb3yn cnoxHble 1 pasHble naponu. Takmm obpasom, ecnv 1ebs B3nomaroT, To
3M10yMbILLUIEHHUKM NOSyYaT AOCTYN TOSMIbKO K OAHOMY TBOEMY MPOMUII0 B CETU, a He KO
BCEM,;

4. Ecnu Tebs B3anoMmanu, To Heobxoanmo npeaynpeanTb BCEX CBOMX 3HAKOMBbIX, KOTOpble
pobaeneHbl y Tebs B Apy3bsX, 0 TOM, 4TO Tebs B3rioManu 1, BO3MOXHO, OT TBOETO MMEHHN
OygeT paccbinaTtbCa cnam M CCbIfIKN Ha (PULLNHIOBbIE CalThl;

5. YctaHoBu HagexHbin naponb (PIN) Ha MobunbHbIN TenedoH;

6. OTKNOYKM coxpaHeHne napong B bpaysepe;

7. He oTkpbiBan dannbl U gpyrne BIIOXKEHUS B NMUCbMax, Aaxe ecriv OHU Npuinim ot
TBOUX Apy3en. Jlydlle yTOYHW y HUX, OTNPaBnsany N oHn Tebe atn dannsl.

Lindposag penytaums

Lindposas penyTtaums - 370 HeraTMBHasi UM NO3MTMBHasS MHopMaunsa B ceTu o Tebe.
KomnpomeTupytowaa nHpopmaumns, pasMelleHHas B UHTEPHETE, MOXET Cepbe3HbIM
obpasom oTpasnTbCs Ha TBOEW pearnbHOM XU3HW. "Lindposasa penyTtaums” - 310 TBOM
UMUK, KOTOPLIN dopMUpyeTcsa n3 nHgopmauum o Tebe B MHTEPHETE.

TBOe MeCTO XuTenbcTBa, Yy4yebbl, TBOe (pMHAHCOBOE MONOXeHUe, OCOBEHHOCTU
Xapakrepa 1 pacckasbl 0 65IM3KnX - BCe 3TO HaKanMBaeTCs B CETU.

MHorne nogpocTkM NErKkOMbICIIEHHO OTHOCATCS K nyGnukauuu NUYHON MHopmaumn B
NHTepHeTe, He NOHMMasi BO3MOXHbIX NOCNeACTBUA. Thl Jaxe He CMOXeLLb AoragaaTbCa
0 TOM, 4YTO poTorpadus, pasmeLleHHas 5 net Hasag, crana NpUYMHOM oTKasa MPUHSATb
Tebsa Ha paborTy.

KoMmmeHTapuu, pasmelleHne TBoux doTtorpacduin u apyrme OencTBus MOryT He
NCYE3HYTb Jaxe Mnocre TOoro, Kak Tbl UX yAanuwb. Tbl HE 3HaAELUb, KTO COXpaHWUI 3Ty
MHOpMaUuto, Nonasna fiv OHa B MOUCKOBbLIE CUCTEMBI M COXPaHUach N1 OHa, a rnaBHoE:
4yTO nogymarT O Tebe OoKpyxawlwme nav, KOTopble HanWayT U yBUMAOAT 3TO. HanTu
MHOPMAaLMIO MHOIO JIET CMYCTS CMOXeT NOOoN - Kak n3 Aobpbix NOBYXOeHU, Tak N C
HamMepeHneM NPUYMHUTL Bped. ITO MOXET BbiTb KTO YrOAHO.

OcCHOBHbIEe COBETLI MO 3aLmTe LNMPPOBON penyTaumnn:

1. Nogyman, npexae 4em 4TO-TO NybrMkoBaTb M nepepaBaTb y cebst B 6rore vnn B
coumanbHON CeTH;

2. B HacTpownkax npounga yCTaHOBWN OrpaHUYeHns Ha NpoCMOTP TBOEro Npodouns n ero
coaepXX1UMoro, caenamn ero Tonbko "ona gpysen';

3. He pasmewan n He ykasbiBan MHpOpMaLMO, KOTOpasa MOXET KOro-nnmbo ockopbnatb
nnm obmxaTb.

ABTOpCKOE npaBo



CoBpeMeHHble LUKOMbHUKM - aKTUBHble MONb30BaTenu UUMPOBOro npoCcTpaHCTBa.
OpHako ganeko He BCe 3HaKT, YTO Nofb30BaHWE MHOMMMW BO3MOXHOCTAMU LIMCOPOBOIro
Mupa TpebyeT cobniogeHnsa npaB Ha UHTENNEKTyarnbHy0 COOCTBEHHOCTb.

TepMnH "MHTennekTyanbHasi COOCTBEHHOCTb" OTHOCUTCS K pPasfiMdHbIM TBOPEHUAM
4YenoBEYEeCKOro yMma, HadvMHasi C HOBbIX W3006peTeHui U 3HaKoB, OBO3Ha4aroLLMX
COBCTBEHHOCTb Ha NPOAYKTbI WU YCIyru, W 3akaHumBasi KHUrammu, doTtorpadusamu,
KWHO(UITIbMaMun 1 My3blKasibHbIMU MPOU3BEAEHNAMM.

ABTOpCKME NpaBa - 3TO NpaBa Ha UHTEeNNeKTyanbHyt COOCTBEHHOCTb Ha NPON3BEeAEHMS
HayKu, niMTepaTypbl U UCKyccTBa. ABTOPCKME MpaBa BbICTYNalT B Ka4ecCTBe rapaHTum
TOro, YTO UHTENNEKTyanbHbIN/TBOPYECKUI TPYA aBTopa He ByaeT HanpacHbIM, AacT eMy
crnpaBeasniMBble BO3MOXHOCTU 3apaboTaTb Ha pesynbTaTax CBOEro Tpyda, NnosyyunTb
N3BECTHOCTb N Npu3HaHune. HnkTo 6e3 paspelueHns aBTopa He MOXeT BOCNPOU3BOANTb
ero npousBefeHne, pacnpocTpaHaTb, MNy6NMYHO AEeMOHCTpMpoBaThb, MNpoAaBaThb,
MMNOPTUPOBATb, MyckaTb B MpokaTt, NyGrmMyHO WUCNOSHATb, NOKa3blBaTb/UCMOMHATL B
admpe unu pasmewaTtb B IHTEpHeTe.

Mcnonb3oBaHue "nmnpatckoro” nporpaMmMHoro obecneyeHmsi MoXXeT NPUBECTU K MHOMUM
pUckam: OT NOTepPU JaHHbIX K TBOUM akkayHTam A0 BnoKMpOBKM TBOErO YCTPOUCTBA, rae
yCTaHOBMeHa HerneranbHasa nporpamma. He ctouT Takke 3abbiBaTb, YTO CYyLLECTBYOT
nerasnbHble 1 BecnnaTHble NPorpaMmbl, KOTOPbIE MOXXHO HAWUTU B CETU.

O noprane

CeTeBUYOK.pp - TBOM rMaBHbIA COBETYMK B CeTW. 34eCb Tbl MOXelWb Y3HaTb O
6e3onacHOCTM B CETU MOHATHbIM M AOCTYMNHbIM S3bIKOM, @ NpPW BO3HWKHOBEHUMU
KPUTUYECKOWN cuTyaumm obpaTuTbCsa 3a COBETOM. A Takke NMPUHATb y4acTue B KOHKypcax
N cTaTb caMbIiM LNPPOBLIM rpaxgaHnHOM!

MpunoxeHne N 3
NAMATKA ANA POOUTENEN OB UH®OPMALIMOHHON BEE3ONACHOCTU OETEN
OnpepeneHne TepMunHa "MHGOpMaumoHHas 6e3onacHoCTb AeTen" COOAEPXUTCA B
depepansHoM 3akoHe N 436-P3 "O sawmte geten OT MHopMaunn, NPUYUHSAIOLLEN
BpeA WX 300POBbK U Pas3BUTUIO", PErYNINPYOLLMM OTHOLLEHUS!, CBA3AHHbIE C 3aLLMTOM
AeTen oT MHGopMauuKn, NPUYNHAKOLWEN Bped UX 300pOBbI0 U (Mnn) passututo. CornacHo
AAHHOMY 3akoHy "uHdopmauuoHHas 6Ge3onacHocTb AdeTen" - 3TO  COCTOSAHWE
3alMLLEHHOCTN, MNPU  KOTOPOM OTCYTCTBYET PWUCK, CBS3aAHHLIN C NPUYNHEHUEM
NHpopmaumnen Bpeaa ux 3gopoBbIo U (MNn) PU3NYECKOMY, NCUXNYECKOMY, OYXOBHOMY,
HPaBCTBEHHOMY Pa3BUTUIO.
B cuny ®epepanbHoro 3akoHa N 436-P3 nHdopmaumen, NpUYnHSALWEN Bpes 300P0BbLIO
n (MnNn) pasBuTUIO AETEN, ABNAETCS:
1. tHdOpMauums, 3anpeLleHHas ansa pacnpocTpaHeHnsa cpeaun aeTen;
2. NHpopmaumd, pacnpocTpaHeEHNE KOTOPOM OrpaHUYeHO cpeau aeTeun onpeaerieHHbIX
BO3pPACTHbIX KaTeropui.
3. K uHopmauum, 3anpeLieHHON ans pacnpocTpaHeHus cpean geTen, OTHOCUTCS:
4. vHdopmaums, nobyxaawwas geTern K COBEPLUEHUO AEeNCTBUK, NpencTaBnsoLmnX
Yyrpo3y MX >XM3HMU U (UNKM) 340POBbLI0, B T.4. MPUYMHEHUIO Bpeda CBOEMY 3L40POBbIO,
camoybuncTay;
5. cnocobHOCTb BbI3BaTb Y OETEn KenaHue ynoTpebuTb HapKOTUYECKME CPEeacTBa,
NCUXOTPOMNHbIE N (UNN) ogypMaHMBaloLLME BelecTBa, TabayHble U34enusl, ankorosbHyo
N CNMPTOCOAEPKALLYIO NPOAYKUMIO, MMBO M HAMUTKA, N3roTaBMBaEMbIE Ha Ero OCHOBE;
NPUHSATb y4acTue B a3apTHbIX Urpax, 3aHUMaTbCsA NPOCTUTYLMEN, BPOaSIKHUYECTBOM M
NonpoLLIanHNYECTBOM;



6. o6ocHOoBbIBaKOLLAA UK OnpaBAbiBaloLLaa 4ONYCTUMOCTb HACUNS U (UIN) XKECTOKOCTU
nmbo nobyxpawwas OCyWeCTBNATb HAaCWUMbCTBEHHbIE OEUCTBUSA MO OTHOLUEHWUIO K
NOOAM U XKUBOTHbIM;

7. oTpuuarowass CeMenHble LLIeHHOCTU U (hopMUpYyoLLas HeyBaXeHUe K poauTensam u
(Mnn) OpyrMm YneHam cembi;

8. onpasabiBatoLLasa NPOTUBONPaBHOE NOBEAEHWE;

9. cogepxallasn HeLeH3ypHyto 6paHb;

10. cogepxaLlias nHopmaumio NopHorpadouyecKoro xapakrepa.

K nHdopmauum, pacnpocTpaHeHMe KOTOPOW OrpaHMYeHO cpean aeten onpenernieHHoro
BO3pacTa, OTHOCUTCS:

1. MHOpMaLmsa, NnpeacTaBnsemMas B BUAE M300paXXeHMS UK ONUCAHUSA XKECTOKOCTH,
dusndeckoro u  (UK)  NCUXMYECKOrOo  Hacunus, MNPecTynrieHns UM MHOro
aHTUOOLLECTBEHHOIO AENCTBUS;

2. BbI3blBaKOWANA Yy OeTen cTpax, yac unvM naHuky, B T.4. NpeAacTtaBndemas B Buae
N306pakeHNsa UMMM ONUCaHUA B YHWXKaIOLWEN YeroBeyYeckoe [AOCTOMHCTBO dhopme
HEeHacunbCTBEHHOW CMepTW, 3aborneBaHusd, camMoybuUMCTBa, HecYacTHOro cry4as,
aBapuu unu katactpodbl U (UKN) UX NOCNEACTBUN;

3. NnpeacTtaBnsemas B BuAe M300paxXeHUs UM OnucaHus nosioBbiX OTHOLUEHUA MeXAY
MY>XHYUHOW U XKEHLLMHOW;

4. cogepxallas bpaHHble CrioBa U BbIpaXXeHUs, He OTHOCALLMECS K HeL,eH3ypHON BpaHu.
C yyeTom atoro Bam npegnaratotca npasuna padoTtbl B ceTn IHTepHeT Anst pasnuyHbIX
BO3pPacCTHbIX KaTeropumn, cobnogeHne KOTOpPbIX no3BonuT obecneunTb
MHOPMaLUNOHHY 6e30NacHOCTb BalUnNX OETEN.

O6Lwwme npasuna ansa poautenen

1. HesaBucumo oT Bo3pacta pebeHka wucnonb3ymte nporpammHoe obecneyeHue,
nomMmorawwiee uUNbTPoBaTb M KOHTPONMPOBaTb MH(OpMaLMo, HO He nonaranTechb
NOJSTHOCTBIO Ha Hero. Balwe BHUMaHue K pebeHky - rmaBHbI MeTo 3aLLmThl.

2. Ecnn Baw pebeHok MeeT akkayHT Ha 04HOM 13 coumanbHblx cepucos (Livedournal,
blogs.mail.ru, vkontakte.ru u T.n.), BHMMartenbHO u3y4uTe, Kakyl WHGOPMaLMNIO
noMeLLaloT ero y4acTHUKM B CBOMX Npodunsx u 6riorax, Bknovas potorpacmm n Buaeo.
3. lNpoBepbTe, C KakMMU ApyrMMW cavTamu CBHA3aH coumanbHbli cepBuc Bawero
pebeHka. CTpaHnykm Balero pebeHka moryT 6b1Tb 6€30nacHbIMU, HO MOTYT U COAepXaTb
CCbIIKM Ha HeXenaTenbHble U OnacHble CanTbl (Hanpumep, NOPHOCAWT, UMW CauT, Ha
KOTOPOM Apyr ynoMmHaeT Homep coToBOro TenedoHa Bawero pebeHka mnu Baw
AOMaLLHWI agpec)

4. Moowpsante Bawwmx geten coobwats 060 BCEM CTPAHHOM UM OTTalNKMBaKOLWEM U HE
CNULLKOM OCTPO pearnpymTe, Korga OHuM 37O AenatoT (M3-3a onaceHusi noTepsaTb SOCTYnN
K VIHTepHeTy OeTu He roBopAT poautensam O npobrnemax, a Takke MOryT Hadatb
Mcnonb3oBaTh VIHTEpPHET BHE JOMa U LUKOSbI).

5. byabTe B Kypce ceTeBou xn3Hn Bawero pebeHka. VIHTepecynTech, KTO Ux Opy3bs B
NHTepHEeT Tak Xe, Kak MHTepecyeTecb pearnbHbIMU OPY3bsMU.

BospacTt o1 7 o 8 net

B VHTepHeTe pebeHoK cTapaeTcsl NOCETUTb T€ UMN UHbIE CanTbl, @ BO3MOXHO U YaTbl,
paspelleHne Ha nocelleHne KOTOpbIX OH He nonyuun 6bl OoT poauTtenen. loatomy
pooutenamMm ocO6eHHO nofie3Hbl ByayT Te OT4eTbl, KOTOpble NPeaoCTaBrsTCA
nporpaMmamMm Mo OrpaHuUYeHuto ucnonb3oBaHus WIHTepHeTa, T.e. Poantenbckun
KOHTPOSIb UK TO, YTO Bbl CMOXETE YBUAETb BO BPEMEHHbIX dhannax. B pesynbTaTte, y
pebeHka He OyaeT oulylieHns, YTO 3@ HUM BeOeTCsl MOCTOSHHbIA KOHTPOSMb, OAHAKO,
poautenn 6yayT no-npexHeMy 3HaTb, Kakue canTbl nocelwlaet ux pebeHok. [etn B
AaHHOM Bo3pacTte o6nagatoT CUbHbIM 4YyBCTBOM CEMbM, OHM [LOBEPYMBbLI U He
COMHeBatoTcA B aBToputeTax. OHu NobAaT urpatb B CETEBbLIE UrPbl U NyTELWeCcTBOBaTL MO



NHTepHeTy, WCNONb3yst 9MEKTPOHHYK MOYTYy, 3axoAuTb Ha CauTbl M YaTbl, He
pPEKOMEHO0BaHHbIE POOUTENSMMU.

CoBeTbl No 6e3onacHocTn B ceTn VIHTepHeT ans geten 7 - 8 net

1. Co3ganTe cnMCOK OOMaLUHUX npaBui noceweHnss HTepHeTa npu ydactum geten um
TpebynTe ero BbINOMHEHNS.

2. Tpebyinte oT Bawero pebeHka cOBNIOAEHNA BPEMEHHBLIX HOPM HaxOXAEHWUA 3a
koMmnbloTepoM. [Nokaxunte pebeHky, 4to Bbl HabnogaeTe 3a HAM He NOTOMy 4YTO Bam aTo
xoyeTcs, a notomy 4to Bbl BecnokonTecb 0 ero 6e3onacHoOCTM M Bcerga rotoBbl eMy
MOMOYb.

3. KomnbloTep ¢ noakntodeHnem K MIHTepHeTy OOMmKeH HaxoguTbCs B 0OLEen KOMHaTe
nog NPUCMOTPOM poauTenen.

4. VicnonbaynTte cneuunarnbHble 4eTCKME NONUCKOBbIE MaLUMHBbI.

5. Ucnonb3yinte cpeactaa 610KMpOBaHUS HEXenaTenbHOro KOHTEHTa Kak JONOSTHEHUE K
cTaHgapTHoMy PoauTensckomy KOHTPOSHO.

6. CosganTe CEMEWNHbIA 3MEKTPOHHbIM SAWMK, 4YTOObl HEe MO3BONUTL AETSM UMETb
cobCTBEHHbIE agpeca.

7. bnokupynTte gocTyn K canMtam ¢ 6ecnnaTtHbIMW MOYTOBBLIMU SLLUMKAMWU C MOMOLLbIO
COOTBETCTBYIOLLErO NPOrpaMmMHoro obecneveHus.

8. [lpuyunte peten coBeToBaTbCcsa C Bamu nepen onybnukoBaHuem Kakom-nnbo
NHGOPMaLUUM CpeacTBaMU 3SNIEKTPOHHOM MOYThbl, YaTOB, PErMCTPaLMOHHBLIX OopM W
npodunen.

9. Hayunte pgeten He 3arpyxatb dannbl, NporpaMmmbl UNu My3biky 6€3 BaLlero cornacus.
10. He paspewante getam ncnonb3oBaTth Cry6bl MTHOBEHHOIO 06MeHa CoObLLEHNAMM.
11. B "6enbin" cnncok cantoB, paspeLLEHHbIX A5 NOCELEeHUs, BHOCUTE TONbKO CanThbl C
XopoLuen penytauunen.

12. He 3abbiBanTe 6ecepoBath ¢ 4eTbMn 06 nx apy3bsx B IHTepHeTe, kak ecnn Obl peyb
LA O ApYy3bsiX B pearibHOWM XU3HW.

13. He pgenante "taby" 13 BONpOCOB MOMIOBON XWU3HU, TaK Kak B VIHTepHeTe aeTn moryT
Nerko HaTKHYTbCSA Ha NnopHorpaduo unu cantel "ans B3pocnbIX.

14. Tpuyunte Bawero pebeHka coobwatb Bam O NOObIX yrpo3ax WUnu Tpesorax,
cBsi3aHHbIX ¢ MHTepHeToM. OcTaBanTeCcb CMOKOMHBLIMU M HANnoOMHUTE OETAM, YTO OHU B
GesonacHoCTM, ecnn camu pacckasanu Bam O CBOMX TpeBorax. [loxBanute ux u
NOCOBETYNTE NOOOWTU eLle pa3 B NOAOBHbIX CriyyYasix.

Bospact geten ot 9 oo 12 ner

B gaHHOM BO3pacTe AeTu, Kak npaBumo, YXe HachnblwaHbl 0 TOM, Kakad MHdopmMauns
cywecteyet B WVHTepHeTe. CoOBEpLUEHHO HOPMarbHO, YTO OHW XOTAT 3TO YBWUAETD,
npoyecTb, ycnbiwaTb. [pyM 3TOM HYXXHO MNOMHUTb, YTO LOCTYMN K HeXenaTesbHbIM
mMaTepuanaMm MOXHO nerko 3abnokupoBaTb Npu NomMowmM cpencts Poamtenbckoro
KOHTpONS.

CoBeTbl No 6e3onacHocTn ansa geten ot 9 oo 12 net

1. Co3pgante CNMCOK AOMAaLUHUX NpaBun noceweHns MHTepHeT npu yvyactum geten u
TpebyinTe ero BbINOMHEHNS.

2. Tpebynte oT Bawero pebeHka cobntogeHnsi HOpM HaxoXO4eHUS 32 KOMMbIOTEPOM.

3. HabnopganTte 3a pebeHkom npu paboTe 3a KOMMbTEPOM, MOKaXUTe emy, 4To Bbl
Becnokontecb 0 ero 6e30MacHOCTM 1 BCerga rotoBbl oka3aTb eMY NMOMOLLb.

4. KoMmnbloTep € NOAKMYEeHNeM B IHTEPHET JOMKEH HAXOAUTLCS B 00Len KoOMHaTe nog,
NPUCMOTPOM poauTenen.

5. Ucnonb3yinte cpenctaa 6r10KMpOBaHUS HEXEeNaTenbHOro KOHTEHTA KakK JONOSTHEHUE K
cTaHgapTHOMYy PoanTenbCkoMy KOHTPOSHO.

6. He 3abbiBanite npuvHMMaTb HENOCPEOCTBEHHOE Yy4yacTue B XWU3HU pebeHka,
BecepoBaTb C AeTbMU 00 MX Apy3bsx B HTepHeTe.



7. HactamnBanTe, 4TOObl EeTN HUKOrAa He cornallanmcb Ha NUYHbIE BCTPEYM C ApY3bsiMu
no NHTepHerty.

8. lNos3BonanTte OeTaAM 3ax0AuUTb TONMbKO Ha cauTbl U3 "6enoro" cnmcka, KOTopblIv
co3ganTe BMECTe C HUMMN.

9. lMpuyunte peTer HuKOrga He BbldaBaTb NUYHYKD MHGOPMaUMo cpencTBamMu
9NEKTPOHHOM  MNOYTbl, 4aTOB, CUCTEM MrFHOBEHHOro ObMeHa CcoobLeHnamu,
PErncTpaunoHHbIiX opM, NUYHBIX Npodunen M Npu perncTtpauum Ha KOHKYpCbl B
NHTepHeTe.

10. MNpuyunte geten He 3arpyxaTb nporpaMmmbl 6e3 Bawero paspewennsa. Ob6bscHUTe
MM, YTO OHM MOFYT CIyYalHO 3arpy3nTb BUPYCbl WM OPYroe HexenaTterbHoe
nporpamMmmHoe obecneveHue.

11. Cospante Bawemy pebeHKy OorpaHMYEeHHyK YYeTHYK 3anucb And paboTbl Ha
KOMMblOTEPE.

12. lMpuyunte Bawero pebeHka coobwatb BaM O MobbIX yrpo3ax unm Tpesorax,
cBsA3aHHbIX C NHTepHeTOM. HanomHuTe getam, 4To oHM B 6e30macHOCTU, ecnu camm
pacckasanu Bam O CBOMX TpeBorax u onaceHusx.

13. PacckaxuTte getsm o nopHorpadumn B IHTepHeTe.

14. HactanBavite Ha TOM, YTOObI 4eTM NPefOoCTaBNANM BaM JOCTYN K CBOEWN 3NIEKTPOHHOM
noyTe, YTOObI Bbl yOeamnmch, YTO OHM He 0bLLaloTCs C HE3HAKOMLIAMM.

15. OObACHUTE [eTsaM, 4YTO Henb3d UCNoNb3oBaTb CeTb AN XYNUraHcTBa,
pacnpocTpaHeHns CnieTeH unmn yrpoa.

Bospact geten ot 13 go 17 nert

B aTom BO3pacTe MoApOCTKM aKTUBHO MCMOMb3YHT NMOUCKOBbIE MalUWHbI, MOSb3YHTCS
3NEKTPOHHOM MNOYTON, cnyx6amy MrHOBEHHOro obGMeHa COoOolOLWEeHMSMN, CKavymBaroT
My3blky U punbmbl. Manbynkam B 3TOM BO3pacTte Gonblle MO HpaBy cMmeTaTb Bce
OrpaHMYeHmnsi, OHN XaxayT rpyboro oMopa, asapTHbIX UrP, KAPTUHOK "ansa B3pocnbIX".
[eBoykn npegnouymTaloT obwaTtbCca B 4aTax, NpuM 3TOM OHM ropa3go 6Gonee
YyBCTBUTENbHbI K CEKCyarbHbIM JOMoraTtenscream B IHTepHeTe.

3avacTyo B JaHHOM BO3pacTe poaMTENsIM YxKe BECbMa CITOXXHO KOHTPONIMPOBAaTbL CBOMX
aeTen, Tak kak 06 VIHTEpHETE OHM yXKe 3HAKT 3HAYUTENBbHO BOnbLUE CBOMX POAUTENEN.
Tem He MeHee, He oTnyckanTe pgeten B "cBobogHoe nnasaHue" no WHTepHeTy.
CTtapanTecb akTMBHO y4yacTBoBaTh B 00LieHUN pebeHka B VIHTepHeTe.

BaxHO no-npexHemy cTporo cobnogate npaBuna WMHTepHeT-6Ge3onacHocTn -
cornawleHune mexay pogutensamu n getbMu. Kpome 1oro, He06XxoanMMo Kak MOXHO Yalle
npocmMaTtpuBaTtb OT4ETbl O AesTenbHocTn geten B WHTepHeTe. CnegyeT obGpaTtutb
BHMMaHMe Ha HeobXoOMMOCTb COAEpXaHWa pPOAMTENbCKUMX naporien (naponen
aAMWHNCTPaTOPOB) B CTPOroM cekpeTe M 00paTuTb BHMMaHME Ha CTPOroCTb 3ITUX
naponewn.

CoBeTbl N0 6e3onacHoCcTM B 3ToM Bo3pacTte oT 13 go 17 net

1. Cospgante CNMCOK AOMAalUHMX nNpaBun nocelweHns WHTepHeTa npu  ydactuu
nogpocTkoB u Tpebynte 6GesycrnoBHOro ero BbinosiHeHust. OBroBopute C¢ pebeHKkoMm
CMMCOK 3anpelleHHbIX canToB ("4yepHblM cnmcok"), 4vacbl paboTbl B WIHTepHeTe,
PYKOBOLCTBO MO 06LeHnto B IHTepHeTe (B TOM Yucne B 4YaTtax).

2. KomnbtoTep € nogkroyeHnem K cetu VIHTepHeT [ormkeH HaxoouTbes B obuuen
KOMHaTe.

3. He 3abbiBante 6ecepoBatb ¢ AetbMu 006 ux Apy3bsax B IHTepHeTe, O TOM, YEM OHU
3aHATbI TakuM 0Bpa3om, ByaTo peyb MAeT O Apy3bsiX B pearnbHoM xu3Hu. CnpaluvBante
0 nadax, C KOTOpbIMM [eTn obwalTcsa NOCPeacTBOM CryXO6 MrHOBEHHOro obmeHa
coobueHnamMmu, 4Tobbl yoeanTbca, YTo 3TK NoaN UM 3HAKOMBbI.

4. Nicnonb3ynTe cpeacTtBa BNOKMPOBaHNA HEXenaTenbHOro KOHTEHTAa Kak AOMOMHEHME K
cTaHgapTHoMy PoauTtenbckomy KOHTPOSHO.



5. Heobxogumo 3HaTb, Kakumu 4atamm nonb3ytoTca Bawwu pgetun. [Noowpsante
ncnonb3oBaHMe MoaepupyeMblX YaTOB M HacTamBamTe, 4TOObl AeTu He obwanucb B
NPUBaTHOM peXxume.

6. HactamBanTte Ha TOM, YTODObI AETU HUKOr4aA He BCTpeYanucb NMYHO C OPY3bsMU U3
cetn IHTepHerT.

7. MNpuy4nte geten He BbldaBaTb CBOK JIMYHYIO MHOPMaLUIO CpeacTBaMUN AN1EKTPOHHON
NOYTbl, YaTOB, CUCTEM MIHOBEHHOrO OOMeHa COOBLLEHNAMUN, PErMCTPALMOHHBIX hOPM,
NNYHBIX Npodonnen 1 Npu pernctTpaumm Ha KOHKypcCbl B IHTepHeTe.

8. MNpuyunTe aeten He 3arpyxaTb nporpammbl 6e3 Bawero paspelwleHms. O6bACHUTE UM,
YTO OHW MOTYT Cry4YarHO 3arpy3nTb BUPYCbl UMK Opyroe HexenaTtenbHoe NporpaMmHoe
obecneyenue.

9. lMpuyunte Bawero pebeHka coobwatb BaMm O nOObLIX yrpo3ax WUNu Tpesorax,
cBsA3aHHbIX ¢ NHTepHeTOM. HanomHuTe getsam, 4To oHM B 6e3onacHOCTKU, ecrnivu camu
pacckasanu Bam, 0 CBOUX yrposax unm tpesorax. [oxsanurte nx n nocoBeTymnte nogonTu
ellle pa3 B NOAOGHbIX Cry4vasix.

10. Pacckaxute getam o nopHorpagpum B NHTepHeTe. Nomornte nm 3awnmTUTbCA OT
cnama. HayumTe nogpocTKOB He BblgaBaTb B VIHTepHeTe CBoero pearbHOro
9NEeKTPOHHOIO ajpeca, He OoTBeYyaTb Ha HexenaTerbHble NUCbMa W WUCNOSb30BaTb
crneunasnbHble NoYTOBblE PUMBbTPbI.

11. Mpuyunte cebsa 3HAaKOMUTBLCSA C canTaMn, KOTOpble NOCeLLaT NOAPOCTKM.

12. HayuuTe geten yBaxaTb ApYrvX B MHTEpPHeTe. Y6eamTech, YTO OHM 3HAKOT O TOM, YTO
npaBuna xopoLlero noBeAeHst AeNCTBYIOT Be3e - Aaxe B BUPTyaribHOM MUpe.

13. OObAcCHUTE [eTsM, YTO HM B KOEM cryyae Henb3sa wucnonb3osatb CeTb Ans
XyIMraHcTBa, pacrnpocTpaHeHUs CniieTeH unu yrpo3 Apyrum Nioasm.

14. ObcyguTe ¢ nogpocTkamm NpodremMbl CeTEBbLIX a3apTHBIX UMP U X BO3MOXHbIN PUCK.
HanomHuTe, 4TO AeTN He MOTyT UrpaTb B 9TU UrPbl COTNAcHO 3aKOHY.

[MoCTOSAHHO KOHTponupynTe wucnonb3oBaHue VIHTepHeTa Bawwum pebeHkom! 3To He
HapylleHne ero NUYHOro MPOCTPaHCTBaA, a Mepa NPefoCTOPOXHOCTU U MPOsiBrieHne
Bawen poantenbckon oTBETCTBEHHOCTU M 3a00Thl.



